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SYSTEM AND METHOD FOR PROVIDING 
CONTINUOUS DATA PROTECTION 

FIELD OF THE INVENTION 

The present invention relates to storage systems and, more 
speci?cally, to a technique that provides continuous data pro 
tection in a storage system. 

BACKGROUND OF THE INVENTION 

A storage system typically comprises one or more storage 
devices into which information may be entered, and from 
which information may be obtained, as desired. The storage 
system includes a storage operating system that functionally 
organizes the system by, inter alia, invoking storage opera 
tions in support of a storage service implemented by the 
system. The storage system may be implemented in accor 
dance with a variety of storage architectures including, but 
not limited to, a network-attached storage environment, a 
storage area network and a disk assembly directly attached to 
a client or host computer. The storage devices are typically 
disk drives organized as a disk array, wherein the term “disk” 
commonly describes a self-contained rotating magnetic 
media storage device. The term disk in this context is synony 
mous with hard disk drive (HDD) or direct access storage 
device (DASD). 

Storage of information on the disk array is preferably 
implemented as one or more storage “volumes” of physical 
disks, de?ning an overall logical arrangement of disk space. 
The disks within a volume are typically organized as one or 
more groups, wherein each group may be operated as a 
Redundant Array of Independent (or Inexpensive) Disks 
(RAID). Most RAID implementations enhance the reliabil 
ity/integrity of data storage through the redundant writing of 
data “stripes” across a given number of physical disks in the 
RAID group, and the appropriate storing of redundant infor 
mation (parity) with respect to the striped data. The physical 
disks of each RAID group may include disks con?gured to 
store striped data (i.e., data disks) and disks con?gured to 
store parity for the data (i.e., parity disks). The parity may 
thereafter be retrieved to enable recovery of data lost when a 
disk fails. The term “RAID” and its various implementations 
are well-known and disclosed in A Case for Redundant 
Arrays of Inexpensive Disks (RAID), by D. A. Patterson, G. A. 
Gibson and R. H. Katz, Proceedings of the International 
Conference on Management of Data (SIGMOD), June 1988. 

The storage operating system of the storage system may 
implement a high-level module, such as a ?le system, to 
logically organize the information stored on the disks as a 
hierarchical structure of directories, ?les and blocks. For 
example, each “on-disk” ?le may be implemented as set of 
data structures, i.e., disk blocks, con?gured to store informa 
tion, such as the actual data for the ?le. These data blocks are 
organized within a volume block number (vbn) space that is 
maintained by the ?le system. The ?le system may also assign 
each data block in the ?le a corresponding “?le offset” or ?le 
block number (fbn). The ?le system typically assigns 
sequences of fbns on a per-?le basis, whereas vbns are 
assigned over a larger volume address space. The ?le system 
organizes the data blocks within the vbn space as a “logical 
volume”; each logical volume may be, although is not neces 
sarily, associated with its own ?le system. The ?le system 
typically consists of a contiguous range of vbns from zero to 
n, for a ?le system of size n+1 blocks. 
Aknown type of ?le system is a write-anywhere ?le system 

that does not overwrite data on disks. If a data block is 
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2 
retrieved (read) from disk into a memory of the storage sys 
tem and “dirtied” (i.e., updated or modi?ed) with new data, 
the data block is thereafter stored (written) to a new location 
on disk to optimize write performance. A write-anywhere ?le 
system may initially assume an optimal layout such that the 
data is substantially contiguously arranged on disks. The 
optimal disk layout results in ef?cient access operations, par 
ticularly for sequential read operations, directed to the disks. 
An example of a write-anywhere ?le system that is con?gured 
to operate on a storage system is the Write Anywhere File 
Layout (WAFL®) ?le system available from Network Appli 
ance, Inc., Sunnyvale, Calif. 
The storage system may be con?gured to operate accord 

ing to a client/ server model of information delivery to thereby 
allow many clients to access the directories, ?les and blocks 
stored on the system. In this model, the client may comprise 
an application, such as a database application, executing on a 
computer that “connects” to the storage system over a com 
puter network, such as a point-to-point link, shared local area 
network, wide area network or virtual private network imple 
mented over a public network, such as the Internet. Each 
client may request the services of the ?le system by issuing 
?le system protocol messages (in the form of packets) to the 
storage system over the network. By supporting a plurality of 
?le system protocols, such as the conventional Common 
Internet File System (CIFS) and the Network File System 
(N FS) protocols, the utility of the storage system is enhanced. 
A write-anywhere ?le system (such as the WAFL ?le sys 

tem) may have the capability to generate a snapshot of its 
active ?le system. An “active ?le system” is a ?le system to 
which data can be both written and read, or, more generally, 
an active store that responds to both read and write I/O opera 
tions. It should be noted that “snapshot” is a trademark of 
Network Appliance, Inc. and is used for purposes of this 
patent to designate a persistent consistency point (CP) image. 
A persistent consistency point image (PCPI) is a space con 
servative, point-in-time read-only image of data accessible by 
name that provides a consistent image of that data (such as a 
storage system) at some previous time. More particularly, a 
PCPI is a point-in-time representation of a storage element, 
such as an active ?le system, ?le or database, stored on a 
storage device (e.g., on disk) or other persistent memory and 
having a name or other identi?er that distinguishes it from 
other PCPIs taken at other points in time. In the case of the 
WAFL ?le system, a PCPI is an active ?le system image that 
contains complete information about the ?le system, includ 
ing all metadata. A PCPI can also include other information 
(metadata) about the active ?le system at the particular point 
in time for which the image is taken. The terms “PCPI” and 
“snapshot” may be used interchangeably through out this 
patent without derogation of Network Appliance’s trademark 
rights. 
The active map denotes a ?le including a bitmap associated 

with a free status of the active ?le system. As noted, a logical 
volume may be associated with a ?le system; the term “active 
?le system” thus also refers to a consistent state of a current 
?le system. The summary map denotes a ?le including an 
inclusive logical OR bitmap of all snapmaps. By examining 
the active and summary maps, the ?le system can determine 
whether a block is in use by either the active ?le system or any 
snapshot. The space map denotes a ?le including an array of 
numbers that describe the number of storage blocks used in a 
block allocation area. In other words, the space map is essen 
tially a logical OR bitmap between the active and summary 
maps to provide a condensed version of available “free block” 
areas within the vbn space. Examples of snapshot and block 
allocation data structures, such as the active map, space map 




























